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1KNOW THE RISKS

TEST YOURSELF

SEEK HELP

WAYS TO BE SAFE



...YOU MUST BE 
ALERT ON THE 

INTERNET!

JUST AS YOU 
NEED TO BE 

ALERT TO STAY 
SAFE IN THE 

REAL WORLD...
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TECHNOLOGY IS A PART 
OF OUR LIVES. IT BRINGS 
MANY OPPORTUNITIES...
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...BUT IT ALSO BRINGS 
GREAT RISKS

EVERYONE MUST KNOW 
HOW TO AVOID DANGER

HEH

HEH
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EVERY TIME YOU USE THE 
INTERNET, YOU LEAVE 

YOUR  FOOTPRINT

WHAT I LOOK LIKE

MY NAME/AGE/GENDER

WHAT I CHAT 

ABOUT

MY LOCATION
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ONCE YOUR INFORMATION 
GETS ONLINE, IT CAN LAST 

FOREVER!

HOW WOULD YOU FEEL ABOUT 
SHARING SO MUCH PRIVATE 

INFORMATION WITH A STRANGER?

MY ADDRESS

MY PRIVATE 

PHOTOS AND 

VIDEOS

MY BIRTHDAY

MY PETS

MY FRIENDS

WHAT I LOVE
HOW I'M 

FEELING
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BAD PEOPLE* START BY 
WINNING YOUR TRUST 

YOU STEP INTO THE TRAP THE MOMENT YOU 
BELIEVE THERE'S A SPECIAL FRIENDSHIP

EXPLOITATION 
TRAP

BRIBERY
 GIFTS, MONEY OR 

REWARD POINTS, TO GET 
YOU INTERESTED

FLATTERY
MANY LIKES & HEARTS, 

AFFECTION & PRAISE, TO 
BUILD YOUR TRUST

SEXUALIZED 
GAMES

 CHATS, PRIVATE MESSAGES TO 
TEST YOUR VULNERABILITY

* EVEN PEOPLE YOU THINK YOU KNOW MAY 
HAVE BAD INTENTIONS!
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ANYONE CAUGHT IN A TRAP 
COULD BE EXPLOITED IN 

MANY WAYS!

ALL THIS WILL NEVER HAPPEN TO ME!

EMOTIONAL 
MANIPULATION

THREATS OR BLACKMAIL. TO 
MAKE YOU DO SOMETHING 
DANGEROUS (E.G. SEXUAL 

ACT IN FRONT OF A CAMERA)
TOTAL CONTROL

POWER TO MAKE YOU DO 
WHATEVER THEY WANT!

DESENSI-
TIZATION

SHOWING SEXUAL OR ABUSE 
IMAGERY. TO CONDITION 

YOUR THOUGHTS

YES. NOW YOU RECOGNISE THE 
DANGER. STAY SAFE!
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SMUGGLE DRUGS 
OR PEOPLE
MAKING YOU THE MAIN SUSPECT 
IN THE INVESTIGATION

BAD PEOPLE CAN STEAL 
YOUR ONLINE IDENTITY*

WHICH CAN THEN BE USED TO COMMIT 
CRIMES IN YOUR NAME...

IDENTITY 
THEFT

* ONE OTP, PASSWORD, OR CVV 
NUMBER IS ENOUGH TO STEAL A LOT

STEAL MONEY FROM 
YOUR ACCOUNTS
WHICH COULD SADDLE YOU 

WITH YEARS OF DEBT

8



x # % @ !

FOR ONE BEING BULLIED, IT CAN 
LEAD TO LIFE-THREATENING OR 

EXPLOITATIVE SITUATIONS

REPEATEDLY PROVOKING 
SOMEONE ONLINE

USING ABUSIVE, THREATENING, 
HATEFUL MESSAGES OR POSTS

BULLYING & 
TROLLING
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A/C BLOCKED!
RE-ENTER
PASSWORD
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CATFISHING 

IT IS LIKE BEING IN DISGUISE ONLINE
AN OLD MAN CAN CREATE A 

FAKE PROFILE AND PRETEND 
TO BE A YOUNG GIRL 

BAD PEOPLE CAN TRICK YOU 
BY USING A FAKE IDENTITY

HE CAN THEN START 
BUILDING A RELATIONSHIP 

WITH YOUNG PEOPLE...

...AND LOOK FOR A WAY TO TAKE 
ADVANTAGE OF ANYONE VULNERABLE

BAD PEOPLE CAN PRETEND TO BE
WELL KNOWN BUSINESSES TO STEAL YOUR 

MONEY OR INFORMATION

THIS IS

“PHISHING”
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SOME APPS OR PLUG-INS MAY DO YOU HARM 
WITHOUT YOUR KNOWLEDGE

DEVICE HACK

BAD PEOPLE CAN SECRETLY 
CONTROL YOUR DEVICE

BAD PEOPLE CAN TRICK YOU 
INTO INSTALLING DISGUISED 

SOFTWARE

WICKED SOFTWARE CAN 
WORK QUIETLY, AND LET 
CRIMINALS TO REMOTE 

CONTROL...

...YOUR 
CAMERA TO 
WATCH YOU

...YOUR MICROPHONE TO 
RECORD SOUNDS 

THEY CAN USE THIS TO 
STALK, BLACKMAIL OR 

THREATEN YOU!
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https://cybercrime.gov.in/Webform/CrimeCatDes.aspx

SECURE YOURSELF
HELP OTHERS BE SAFE

...SCAMS
CONS &

ATTACKS

STAY UPDATED ABOUT 
THE TYPICAL TRAPS

SCAN THE CODE TO LEARN 
ABOUT COMMON...

DON’T FALL FOR 
THE SAME TRICKS

CRIMINALS MAY TRY DIFFERENT WAYS TO 
TRICK YOU. BUT ONCE YOU KNOW THE MAIN 
METHODS, YOU WILL BE ABLE TO SPOT 
NEWER VARIATIONS.

ALERTNESS IS YOUR BEST PROTECTION

BE ALERT
STAY SAFE
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PRIVATEPUBLIC

HAPPY 19th!

LOCK YOUR 
PRIVACY

UNDERSTAND AND USE 
PRIVACY SETTINGS WISELY

AVOID USING SERVICES THAT DO NOT GIVE YOU 
OPTIONS TO SECURE YOUR PRIVACY

NEVER PUBLICLY SHARE 
PERSONAL INFORMATION
E.G. YOUR BIRTH YEAR

KEEP IT PRIVATE

IN ALL ACCOUNTS, SET THE 
HIGHEST LEVEL OF PRIVACY 
YOU CAN

BCOZ MOST 
PEOPLE USE THEIR 

BIRTHYEAR IN 
THEIR PASSWORD

HA HA HA HA

MAKE SURE YOU DON’T REVEAL TOO 
MUCH INFORMATION ABOUT YOUR 

FRIENDS EITHER
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LOVE U

CRIMINALS CAN USE IMAGES TO CREATE 
VERY REALISTIC FAKES

PERSONAL PHOTOS & VIDEOS 
CAN BE USED TO DIG OUT INFO 
YOU DID NOT INTEND TO GIVE

SHARE LESS FOR BETTER PRIVACY, SECURITY, DIGNITY AND PEACE OF MIND

YOUR POSTS REVEAL MORE 
THAN YOU THINK POSSIBLE

BAD PEOPLE CAN EXPLOIT YOUR PERSONAL 
INFORMATION  IN MANY WAYS

SHARE LESS
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IT FEELS GOOD TO HAVE 
MANY FRIENDS, EVEN PEOPLE 

YOU'VE NEVER MET. BUT 
CONSIDER THE RISK.

ONLY ADD PEOPLE
YOU KNOW IN REAL LIFE

IT IS OK TO REMOVE
OR BLOCK PEOPLE FROM 

YOUR FRIENDS LIST

DON'T ACCEPT FREE
CASH, CREDITS, GIFTS

E.G. THROUGH TEXT / EMAIL OFFERS

NEVER SHARE
CVV NUMBERS / OTPS

EVEN WITH FRIENDS

NEVER SHARE
SEXUALLY EXPLICIT PHOTOS

OR MESSAGES

EVERYONE IS 
NOT A FRIEND

BEWARE OF WHOM YOU 
ADD AS A ‘FRIEND’

SOME OF THEM MAY NOT BE 
WHO YOU THINK THEY ARE

GOTCHA
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SECURITY TECHNOLOGY IS CHANGING EVERYDAY 
NEWER METHODS ARE USUALLY BETTER

TRY PASS-PHRASES
AT LEAST 4 RANDOM WORDS THAT ARE SO 
ABSURD THAT IT'S HARD TO FORGET

TAKE CARE OF YOUR MOST 
IMPORTANT DEFENCE

PASSWORD SECURITY HAS WEAKNESSES
USE NEW TECHNOLOGY WHERE POSSIBLE

FIND YOUR OWN WAY TO MAKE 
STRONG VARIATIONS THAT YOU 
CAN CALCULATE

PASSWORD?

RANDOM LETTERS AND 
NUMBERS MAKE STRONG 
PASSWORDS

BUT THEY ARE SO 
HARD TO REMEMBER

I ALWAYS USE THE 
SAME PASSWORD!

 LETTERS
 MIXED CASES
 NUMBERS
 SPECIAL CHARACTERS
 AT LEAST 11 CHARS LONG

STRONG

time to crack 57,928 centuries
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8C/|BH"D~c} kitten had me there

cat smudge kite hair

sour door queue sugar

TRY MAKING STRONG 
PASSWORDS AND THEIR 
VARIATIONS HERE

TRY WRITING MEMORABLE PASS-PHRASES HERE

HIDE THIS PAGE FOR YOUR OWN SECURITY!

NEW PASSWORD 1

VARIATION 1.1

VARIATION 1.2

VARIATION 1.3

VARIATION 2.1

VARIATION 2.2

VARIATION 2.3

NEW PASSWORD 2

VARIATION 3.1

VARIATION 3.2

VARIATION 3.3

NEW PASSWORD 3
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YOU WON
$1,000,000
open attachment

 MALWARE

 PHISHING

 UNSAFE

UNBLOCK

NOW!
LEARN TO SPOT

FAKE SITES

MAKE SURE YOUR 
CONNECTION AND WEBSITE 

IS SECURE 

STAY OFF DANGEROUS SITES

BEWARE WHAT YOU
OPEN / DOWNLOAD

LOG OUT OF ALL ACCOUNTS 
AFTER USING SHARED DEVICES

KEEP YOUR ANTIVIRUS 
PROGRAM UP TO DATE

PAY ATTENTION TO 
WARNING SIGNS

IF IT SOUNDS TOO GOOD TO BE TRUE
 IT PROBABLY IS!

SURF SAFE
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BE CIVIL AND RESPECTFUL

DON'T BULLY OR TROLL

REPORT BULLIES AND BLOCK THEM

DON'T SPREAD FAKE NEWS

DON'T BE A 
TROLL

MAKE SURE THE INTERNET 
IS SAFE FOR OTHERS

BE A GOOD NETIZEN YOURSELF, ENCOURAGE 
YOUR FRIENDS TO BE CIVIL TOO

TROLL
SOMEONE WHO MAKES 

OFFENSIVE OR PROVOCATIVE 
ONLINE POST TO MAKE 

PEOPLE UPSET OR ANGRY
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cybercrime.gov.in

 9 AM to 6 PM

155260

TELL A TRUSTED ADULT

REPORT TO THE POLICE

SEEK HELP

REPORT CYBER CRIMES IN 
CASE OF TROUBLE

LOCAL AND NATIONAL AGENCIES ARE THERE TO 
TAKE ACTION AGAINST CRIMINALS

SCAN CODES FOR THE LATEST SAFETY 

INFORMATION FROM THESE SERVICES

NATIONAL HELPLINES
TO REPORT CYBER CRIMES RELATED TO...

...CHILDREN

...WOMEN & CHILDREN

... AND SOCIAL MEDIA, FINANCIAL 
FRAUD, RANSOMWARE, HACKING, 

TRAFFICKING, OR GAMBLING
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CORRECT ANSWER = 10 POINTS.  1b, 2c, 3c, 4b, 5c, 6a, 7a 
 60+:YOU KNOW THE BASICS    40+: YOU MUST BE MORE CAREFUL 

 <40: YOU'RE NOT SAFE!
TEST 

YOURSELF

1. when making up a user name, you should...

 a) always use your real name

 b) use a name that does not reveal your true 
identity

 c) use a name that gives good clues about 
who you are

2. with your secret codes/passwords, you 
should...

 a) give them out only to your best friends

 b) give to strangers only if they are friendly

 c) give them out only to your parents

3. if someone asks for personal information (e.g. 
phone numbers/addresses) online, you 
should...

 a) give it because it's the polite thing to do

 b) share it on a public place like facebook for 
anyone who may need it

 c) never give out personal information 
because you never know who might find it.

4. sharing personal photos and selfies online...

 a) is a good way to save beautiful memories

 b) can put you or your friends at great risk

 c) is necessary for you to know how many 
people appreciate you

5. when online friends say they want to meet you 
in person, you should...

 a) make a plan before meeting them

 b) tell your parents, and only meet where 
there are a lot of people around

 c) never meet anyone in person that you met 
online, it’s just not safe

6. when you get a message from people you don't 
know, you should...

 a) ignore it and put it in your trash folder

 b) respond with a polite message

 c) forward the message to your best friends

7. sharing live locations on social media...

 a) puts you at risk of being stalked

 b) is a good way to coordinate with friends

 c) lets people know how active you are

TRY THIS QUIZ AND SEE HOW 
SAFE YOU ARE

LATER YOU SHOULD TRY IT 
WITH YOUR FRIENDS TOO!
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